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Who am |?

(...and why would anyone care?)

e 10+ Years in Technology
e Former Army Officer
o Signal & Cyber Ops
o Network Warfare Leader
e Senior Tech Leader w. Multiple
Global Organizations
e Network & Security Architecture,
Engineering, Design
e blah, blah, blah...

Alexander Stein



Who am |

(..why does this guy keep talking about himself?)

® bluetec

Cyber Security and Full-Scope Tech Management for Small Organizations



SECURITY IS ALL ABOUT THE

AN




CYBER SECURITY

The practice of protecting systems, networks, and

programs from digital attacks.
-CISCO


https://www.cisco.com/c/en/us/products/security/what-is-cybersecurity.html

CYBER SECURITY

The practice of protecting
INFORMATION from digital attacks OR
UNFORESEEN DISASTERS.




What keeps you awake at night?



http://www.youtube.com/watch?v=j0EZpH_eIsY

“There are two types of businesses;
those that have been hacked, and
those that don't know they're being
hacked.”

-John Chambers, former CEO of Cisco



What is a cyber attack

e An attempt to steal, corrupt, destroy, or ransom digital
information (or the access thereof).

e Hackers often have a wide range of goals.
o They ARE NOT Neo from the Matrix.

o Most leverage pre-built, malware-as-a-service products to
launch an attack.
e Most cyber attacks are NOT complex.

o They often target already published vulnerabilities that
have gone unpatched.

o They exploit weaknesses in human behavior.



Am | a potential target?

Between 2018 & 2019 approximately 50% of cybersecurity breaches involved or
targeted small businesses, with a significantly increasing number of those
attacks targeted against “professional services” companies like law firms,
marketing agencies, and other consultancies.

Verizon — 2019 Data Breach Investigations Report



https://enterprise.verizon.com/resources/reports/dbir/

Does technology pose a threat to your

business?

“year over year, the worldwide spend for cyber security continues to
grow...Organizations are starting to understand that malware is a publicly
available commodity that makes it easy for anyone to become a cyber
attacker...”

FireEye - What is Cyber Security? Protecting your cyber assets and critical data



https://www.fireeye.com/current-threats/what-is-cyber-security.html

Why does
information
security
matter

You collect more information than
you realize.
Cyber crime is a
Information has valuel
o CC data, addresses, phone
numbers, SSNs,
usernames/passwords...
Losing control of that data reflects
poorly on you.
o Canresult in criminal
negligence or regulatory fines!



How can a
cyber attack
Impact your
business

Corruption or loss of critical data
Cost of ransoms paid

Damage to your IT infrastructure
Damage to reputation

Legal action

Theft of intellectual property
Loss of access to resources
Legal & regulatory fines for non-
compliance

Financial theft

Increase to insurance premiums






What questions
should we ask
ourselves?

2.

. How would a loss of technology

access impact our business?
o Can we continue to operate
without it?
Do we have total control over all
of our resources & accounts?
What are we doing to prevent an

attack?
o Are we proactive or reactive?

How would we recover from an
attack or disaster?



What steps can

we take to

answer those

guestions?

. Conduct a Business Impact

Analysis (and BE HONEST!)

. Create and document two

plans:

O

O

O

Cyber Security Incident Response
Plan (CSIRP)
Disaster Recovery Plan (DRP)

3. Document your entire network

Include ALL computers, servers,
mobile devices, software, web
services, accounts, etc.

Don't let that documentation go stale



Okay great...but
what can we do
to protect
ourselves?

. Implement & maintain total

control of your IT assets

. Secure/monitor employee

accounts

. Require 2FA at every turn!
. Leverage strong anti-malware

solutions (not Windows Defender)

. Encrypt hard drives
. Backup your data DAILY

o Testthose backups every year!

. Patch & Update EVERYTHING
. Maintain a formal standard*
. Talk to a professional!!!
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